3GPP TSG SA WG3 (Security) Meeting #90Bis
S3-180629
26 February-2 March 2018, San Diego, US
revision of S3-18xabc
Source:
Huawei, Hisilicon
Title:
Clean up the EN in 8.2
Document for:
Approval
Agenda Item:
4.1.10.1
1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References
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S3-180xxx
Discussion on protect the RR message during idle mobility from EPS to 5GS
3
Rationale

This contribution addresses the ENs in 8.2 “Editor’s Note: It is FFS whether integrity protection of the RR message in the text below would be required and if yes done using the mapped contex” and “It is FFS how the mapped security context is activated”. For deleting the former EN, the reason can be found in companion contribution [1]. For the latter EN, the mapped security context is activated by the NAS security mode command procedure initiated by the AMF.
As part of the reasoning for deleting the first EN, this contribution also proposes to integrity protect the RR message using EPS security context instead of a mapped one when the UE doesn’t have a native 5G security context before the UE successfully moves from an MME to an AMF.

4
Detailed proposal
*************** Start of Change 1 ****************
8.2
Registration procedure for mobility from EPS to 5GS

During mobility from EPS to 5GS, the security handling described below shall apply whenever the UE has a native 5G security context, e.g. establish during an earlier visit to 5G.
The UE shall include the ngKSI and the UE 5G security capability alongside the mapped 5G-GUTI in the Registration Request message. The Registration Request message shall only be integrity protected by the UE using the native 5G NAS security context as described in clause <TBD>. The Registration request shall contain the TAU request integrity protected using the EPS NAS security context shared with the source MME. 
Editor’s Note: it is FFS whether the UE should include the full TAU or enough IEs such that the AMF can create a protected TAU to send to the MME for verification.

Upon receipt of the Registration request, the AMF shall interact with the MME identified by the 5G-GUTI to retrieve the UE security context. The AMF shall include the enclosed TAU request integrity protected using the EPS NAS security context in Context Request message to the MME. It is expected then that MME verifies the TAU request using the stored UE security context and if the verification is successful, the MME sends the UE context to the AMF. 

The AMF shall verify the integrity of the Registration Request message. In case the verification succeeds then the AMF shall then dispose of any security parameters received from the source MME in the Context Response message. In case the verification fails or the 5G UE context is not available then the AMF shall treat the Registration Request message as if it was unprotected. In such case, the AMF may either derive a mapped security context from the EPS context received from the source MME as described in clause <TBD> or initiate an authentication procedure to create a new native 5G security context. In both cases, the AMF shall then activate the resulting security context (mapped or native) by a NAS SMC procedure.


If the UE does not have a native 5G security context, then the UE shall integrity protect the Registration Request message using the EPS NAS security context shared with the source MME. The UE shall include the ngKSI set to the value of the eKSI associated with the current EPS security context and the UE 5G security capabilities in the Registration Request message. The Registration request shall also contain the TAU request integrity protected using the EPS NAS security context shared with the source MME.
Upon receipt of the Registration request, the AMF shall interact with the MME identified by the mapped 5G-GUTI to retrieve the UE security context. The AMF shall include the enclosed TAU request integrity protected using the EPS NAS security context in Context Request message to the MME. It is expected then that MME verifies the TAU request using the stored UE security context and if the verification is successful, the MME sends the UE context to the AMF.

When the AMF receives the security parameters in the Context Response message from the source MME, the AMF shall use the ngKSI to identify the EPS security context. After verifying the Registration Request message received from the UE, the AMF shall derive a mapped 5G NAS security context based on the EPS security context as described in clause < TBD >. The AMF shall initiate a NAS security mode command procedure with the UE as described in clause 6.7.2 including the ngKSI in the NAS security mode command. The uplink and downlink NAS COUNT for the mapped 5G NAS security context shall be set to the start value (i.e., 0) when the new 5G NAS security context is created in the UE and the AMF.

*************** End of Change 1 ****************
